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global:
scrape_interval: 15s
evaluation_interval: 15s

rule_files:

scrape_configs:

- job_name: "prometheus"

static_configs:
targets: ["localhost:9090"]
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$ nerdctl run -d --name prometheus --net=host \
-v /etc/prometheus:/etc/prometheus prom/prometheus

$ docker logs -f prometheus

t5=2021-11-29T02:32:18.580Z caller=main.go:406 level=info msg="No time or size retention was set so using the default time
retention" duration=15d
ts=2021-11-29T02:32:18.580Z caller=main.go:444 level=info msg="Starting Prometheus" version="(version=2.31.1, branch=HEAD,
revision=411021ada9ab41095923b8d2df9365b632fd40c3)"
t5=2021-11-29T02:32:18.580Z caller=main.go:449 level=info ild_context="(go=gol.17.3, user=root@65le2bc2c452,
date=20211165-20:19:39)"
t5=2021-11-29T02:32:18.580Z caller=main.go:450 level=i 10st_details="(Linux 5.13.0-21-generic #21-Ubuntu SMP Tue Oct 19 09:01:50
UTC 2021 aarch64 98e0908f5200 (none))"
t$=2021-11-29T02:32:18.580Z caller=main.go:451 le\ i fd_limits="(soft=1024, hard=1024)"
15=2021-11-29T02:32:18.580Z caller=main.go:452 i vin_limits="(soft=unlimited, hard=unlimited)"
2021-11-29T02:32:18.581Z caller=web.go:542 lev i component=web msg="Start listening for connections" address=0.0.0.0:9090
t5=2021-11-29T702:32:18.583Z caller=main.go:839 level=info Starting TSDB ... "
t5=2021-11-29T02:32:18.585Z caller=head.go:479 level=info component=tsdb msg="Replaying on-disk memory mappable chunks if any"
t5=2021-11-29T02:32:18.585Z caller=head.go:513 level=info component=tsdb msg="On-disk memory mappable chunks replay completed"
duration=1.708us
t5=2021-11-29T02:32:18.585Z caller=head.go:519 level=info component=tsdb ms Replaying WAL, this may take a while"
021-11-29T02:32:18.585Z head.go:590 level=info componen sdb n WAL segment loaded" segment=0 maxSegment=0
021-11-29T02:32:18.585Z caller=head.go:596 el=info component=tsdb ms WAL replay completed"
checkpoint_replay_duration=16.667ps wal_replay_duration=1360.128us total_replay_duration=170.838ps
t$=2021-11-29T02:32:18.586Z caller=main.go:866 level=info fs_type=EXT4_SUPER_MAGIC
t5=2021-11-29T02:32:18.586Z caller=main.go:869 info m TSDB started"
t5=2021-11-29T02:32:18.586Z caller=main.go:996 level=info msg="Loading configuration file" filename=/etc/prometheus/prometheus.yml
t$=2021-11-29T02:32:18.586Z caller=main.go:1033 level=info msg="Completed loading of configuration file" filename=/etc/prometheus
/prometheus.yml totalDuration=446.01pus db_storage=667ns remote_storage=1ps web_handler=333ns query_engine=416ns scrape=185.754us
scrape_ 36.418ps notify=708ns notify_sd=1.5ps ru
021-11-29T02:32:18.586Z call € sg="Server is ready to receive web requests."
15=2021-11-29T02:32:18.587Z caller=tls_config.go:19 vel=info component=web msg="TLS is disabled." http2=false
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Targets
Al Unhealthy Collapse All
prometheus (1/1 up)
Scrape
Endpoint State Labels Last Scrape Duration Error
16.342s ago 21.363ms

http://localhost:9090/metrics
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@ Prometheus Time Series C @ 192.168.105.2:9090/metrics

C 0 © = 192.168.105.2

# HELP go_gc_duration_seconds A summary of the pause duration of garbage collection cycles.
# TYPE go_gc_duration_seconds summary

go_gc_duration_seconds{quantile="0"} 9.666e-06
go_gc_duration_seconds{quantile="0.25"} 8.5707e-05
go_gc_duration_seconds{quantile="0.5"} 0.000165737
go_gc_duration_seconds{quantile="0.75"} 0.000527495
go_gc_duration_seconds{quantile="1"} 0.004879967

go_gc_duration_seconds_sum 0.018164401

go_gc_duration_seconds_count 31

# HELP go_goroutines Number of goroutines that currently exist.
# TYPE go_goroutines gauge
go_goroutines 35

# HELP go_info Information about the Go environment.
# TYPE go_info gauge
go_info{version="go1.17.3"} 1

# HELP go_memstats_alloc_bytes Number of bytes allocated and still in use.
# TYPE go_memstats_alloc_bytes gauge
go_memstats_alloc_bytes 2.48156e+07

# HELP go_memstats_alloc_bytes_total Total number of bytes allocated, even if freed.
# TYPE go_memstats_alloc_bytes_total counter
go_memstats_alloc_bytes_total 7.6942624e+07

# HELP go_memstats_buck_hash_sys_bytes Number of bytes used by the profiling bucket hash table.
# TYPE go_memstats_buck_hash_sys_bytes gauge
go_memstats_buck_hash_sys_bytes 1.468163e+06

# HELP go_memstats_frees_total Total number of frees.
# TYPE go_memstats_frees_total counter
go_memstats_frees_total 718048

# HELP go_memstats_gc_cpu_fraction The fraction of this program's available CPU time used by the GC since the program started.
# TYPE go_memstats_gc_cpu_fraction gauge
go_memstats_gc_cpu_fraction 1.5967816352444677e-05

# HELP go_memstats_gc_sys_bytes Number of bytes used for garbage collection system metadata.
# TYPE go_memstats_gc_sys_bytes gauge
go_memstats_gc_sys_bytes 5.7912e+06

# HELP go_memstats_heap_alloc_bytes Number of heap bytes allocated and still in use.
# TYPE go_memstats_heap_alloc_bytes gauge
go_memstats_heap_alloc_bytes 2.48156e+07

# HELP go_memstats_heap idle_bytes Number of heap bytes waiting to be used.
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# HELP node_cpu_seconds_total Seconds the CPUs spent in each mode.
# TYPE node_cpu_seconds_total counter
node_cpu_seconds_total{cpu="" "idle"} 109987.37
node_cpu_seconds_total{cpu= owait"} 3.45
node_cpu_seconds_total{cpu=
node_cpu_seconds_total{cpu="0", mode="nice"} 2.42
node_cpu_seconds_total{cpu="0", mode="softirg"} 4.92
node_cpu_seconds_total{cpu="0", mode="steal"} 0
node_cpu_seconds_total{cpu="0", mode="system"} 167.97
node_cpu_seconds_total{cpu="0", mode="user"} 124.9
node_cpu_seconds_total{cpu="1", mode="idle"} 109946.29
node_cpu_seconds_total{cpu= mode="iowait"} 3.26
node_cpu_seconds_total{cpu= mode="irg"} 0
node_cpu_seconds_total{cpu= mode="nice'
PP node_cpu_seconds_total{cpu= mode=""softirq"} 6.22
node_cpu_seconds_total{cpu= mode="steal"} 0
node_cpu_seconds_total{cpu="1", mode="system"} 167.12
node_cpu_seconds_total{cpu="1", mode="user"} 124.64

$ wget https://github.com/prometheus/node_exporter/releases/download/v1.3.0

/node_exporter-1.3.0.linux-armé64.tar.gz

$ tar zxf node_exporter-1.3.0.linux-armé4.tar.gz # HELP node_disk_discard_time_seconds_total This is the total number of seconds spent by all discards.
# TYPE node_disk_discard_time_seconds_total counter

$ cd node_exporter-1.3.0.linux-armé64 node_disk_discard_time_seconds_total{device="vda"} 0.152

$ ./node_exporter _ node_disk_discard_time_seconds_total{device="vdb"} 0

# HELP node_disk_discarded_sectors_total The total number of sectors discarded successfully.
# TYPE node_disk_discarded_sectors_total counter
node_disk_discarded_sectors_total{device="vda"} 4.8255656e+07
node_disk_discarded_sectors_total{device="vdb"} 0

# HELP node_disk_discards_completed_total The total number of discards completed successfully.
# TYPE node_disk_discards_completed_total counter
node_disk_discards_completed_total{device="vda"} 3247
node_disk_discards_completed_total{device="vdb"} 0

# HELP node_disk_discards_merged_total The total number of discards merged.
# TYPE node_disk_discards_merged_total counter
node_disk_discards_merged_total{device="vda"} 0
node_disk_discards_merged_total{device="vdb"} 0

# HELP node_disk_flush_requests_time_seconds_total This is the total number of seconds spent by all flush requests.
# TYPE node_disk_flush_requests_time_seconds_total counter
node_disk_flush_requests_time_seconds_total{device="vda"} 2.636
node_disk_flush_requests_time_seconds_total{device="vdb"} 0

# HELP node_disk_flush_requests_total The total number of flush requests completed successfully
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scrape_configs:
- job_name: "prometheus"

static_configs:
HMEN Node Exporter ZE - targets: ["localhost:9090"]

- job_name: "node"
static_configs:
- targets: ["localhost:9100"]
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Prometheus Alerts Graph Status~ Help Classic Ul

Targets

All healt

Collapse All

node (1/1 up)

Scrape
Endpoint State Labels Last Scrape Duration Error
http://localhost:9100/metrics m job="node" 3.808s ago 10.913ms

3
prometheus (1/1 up)
Scrape

Endpoint State Labels Last Scrape Duration Error
http://localhost:9090/metrics m job="prometheus" 5.350s ago 8.018ms
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Use local time Enable query history Enable autocomplete Enable highlighting Enable linter

Q  node_load5

Table Graph

Evaluation time .

node_load5({instance="localhost:9100", job="node"}

Q node_filesystem_files

Table Graph
Evaluation time
node_filesystem_files{device="/dev/vdat", fstype="ext4", il ! 0", job="node", int="/"}

node_filesystem_files{deviy

=" /dev/vdals", fstype="vfat", i g 0", job="node", int="/boot/efi"}

node_fi _fi ice=":/U ", fstype="fuse.ssh

00", job="node", mountpoint="/Users/carson"}

node_filesystem_files{devict

“:/tmp/lima", fstype="fuse.sshfs", il " 0", job="node", int="/tmp/lima"}
node_filesystem_files{device="tmpfs", fstype="tmpfs", instance="localhost:9100", job="node", mountpoint="/run"}
node_filesystem_files{device="tmpfs", fstype="tmpfs", instance="localhost:9100", job="node", mountpoint="/run/lock"}
node_filesystem_files{device="tmpfs", fstype="tmpfs", instance="localhost:9100", job="node", mountpoint="/run/snapd/ns"}

node_filesystem_files{device="tmpfs", fstype="tmpfs", instance="localhost:9100", job="node", mountpoint="/run/user/501"}

Add Panel

Load time: 24ms  Resolution:

0.01

Load time: 30ms  Resolution:

...

:14s  Result series: 1

Remove Panel
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14s  Result series: 8

3889920
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6728029241

6728029241

500517
500517
500517
100103

Remove Panel
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R, Counter

14:00

== http_requests_total{cod
http_requests_total{cod
http_requests_total{cod
http_requests_total{cod
== http_requests_total{cod

G raph General

Data Source

Panel Title ~

18:00 20:00 22:00 00:00

rometheus,method=get} == http_requests_total{code=200, job=prometheus,method=get} == http_requests_total{coc
pushgateway,method=get} http_requests_total{code=200, job=telegraf,method=get} http_requests_total{code=20(
ometheus,method=get} == http_requests_tota{code=200, job=prometheus,method=get} http_requests_total{cor
rometheus,method=get} http_requests_total{code=200, job=prometheus,method=get} http_requests_total{cot
llector,method=get} == http_requests_total{cods J llector,method=get} == http_requests_total{co 00, jo

Metrics Axes Legend DIEEN Alert Time range

http_requests_total

Legend format

Add Query

http_requests_total{code={{code}}@  Min step ©  Resolution 1/1 Format at

2018-07-18 01:20:12

= http_requests_total{code=200, job=prometheus,method=;

= http_requests_total{cod: rometheus,metho

= http_requests_total{cod

= http_requests_total{cod:
http_requests_total{code=
http_requests_total{cod:
http_requests_total{code=
http_requests_total{cod
http_requests_total{code=200, job=prometheus,method=get}:

= http_requests_total{cod: rometheus,metho
http_requests_total{cod: rometheus,method=
http_requests_total{cod rometheus,metho
http_requests_total{cod
http_requests_total{cod:
http_requests_total{cod
http_requests_total{cod

= http_requests_total{cod

= http_requests_total{cod

= http_requests_total{cod

= http_requests_total{cod:

= http_requests_total{cod:

= http_requests_total{code=200, job=collector,method=get}:

= http_requests_total{cod: ollector,method=get}:

= http_requests_total{code=200, job=elasticsearch_exporter_production,method=get}:
http_requests_total{code=200, job=elasticsearch_exporter_staging_other,method=get}:

= http_requests_total{code=400, job=prometheus,method=get}:

= http_requests_total{cod rometheus,metho

= http_requests_total{cod: rometheus,metho
http_requests_total{cod 5
http_requests_total{code=code, job=client_alerting,meth ET):
http_requests_total{code=code, job=transformation,method=GET}:
htto reauests total{code=code. ioh=animethod=DFI ETF}:
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Panel Title ~

2018-07-18 00:36:00

= http_requests_tota{code=200, job=prometheus,method=get}:

= http_requests_total{code=200, job=prometheus,method=get}:

= http_requests_total{code=200, job=prometheus,method=get}:

y y y » y = http_requests_tota{code=200, job=prometheus,method=get}:

L (e L 0 =0 o http_requests_total{code=200, job=prometheus method=get}:

= hitp_requests_total{code=200, job=prometheus,method=get} == http_requests_total{code=200, job=prometheusmethod=get} = http_rtequests_tot — htp_requests_totakcode=200, job=prometheus,method=get): orometheus,method=get}

hitp_requests_totak{code=200, job=prometheus,method=get} — hitp_requests_total{code=200, job=prometheusmethod=get} ~— htp_requests.tot — pttp requests_total{code=200, job=prometheus,method=get}: orometheus,method=get)
http_requests_total{code=200, job=prometheus,method=get} == http_requests_total{code=200, job=prometheus,method=get} == http_requests_tot http_requests_total{code=200, job=prometheus,method=get):
http_requests_total{code=200, job=prometheus,method=get}:
— = http_requests_total{code=200, job=prometheus,method=get}:
Graph General Metrics Axes Legend Display Alert Time range http_requests_total{code=200, job=prometheus,method=get}:

10:

DataSource  Prometheus v » Options » Query Inspector

N e St http_requests_total{job="prometheus", code:
° = IEERSRENFIFRTTEERENRES
= | IEESIREANF R BEEEERIRE. . _
egendformat  http_requests_total{ci Panel Title ~
30 Mil

Add Query

° = BRSEHENFAEFEERES
-_— Pl N N
. =+ EIARAYNF1T N H NS,
2018-07-17 20:32:00
Jient_alertingmethod=GET):
e ransformation,method=GET}):
< D a4 N, > =] =AR > — hitp_requests_total{status_co job=api,method=DELETI
(ol I#E?:':I m\U%E j:]:t ,—]TIE'{;'&E"J%{TI% ( EE l R R R R _4 — http_requests_totalstatus_code=204, job=apimethod=DELETE}: I R E—
1400 16:00 1800 2000 hitp_requests_totakstatus_code=204, job=apimethod=DELETE}: 0800 1000 1200

http_requests_total{status_code=204, job=api,method=DELETE}:

— http_requests.total(status_code=200, job=client_alertingmethod=GET} == http_requests_total(status_
— http_requests.total(status_code=204, job=api,method=DELETE} = http_requests.total{status_code:

= /mA — K
% LY A NI o http_requests_total{status_code=200, job=apimethod=GET} - http_requests_total{status_code
http_requests _total(status_code=200, job=api,method=GET)  http_requests_total{status_cod

http_requests_total{status_code=200, job=apimethod=GET) == http_requests_total{status_code=:

° I~ ERENRRSIRMNSES (KT
FreR ) IR,

sts_total(status_code=204, job=api,method=DELETE}

atus_code=200, job=apl,method=GET}

General Metrics Axes Legend Display

» Options > Query Inspector

http_requests_total{status_cphde=~"2.%"} T T
= http_requests_totaKstatus_code=200, job=api,method=GET}:
Legend format http_requests_total{status_code={€»  Min step = http_requests_totaKstatus_co 00, j pi;method=GET}:
http_requests_total{status_code=200, job=api,method=GET}:
— http_requests_totalstatus_code=200, job=api,method=GET):

Add Query
— http_requests_total{status_code=200, job=apimethod=GET}:

http_requests_totaKstatus_code=200, job=api,method=GET}:
hito reauests totakstatus co i method=GET}:
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Panel Title

14:00 0 00 00:00 02:00 04:00 06:00 ]

= http_requests_total{status_code=status_code, job=prometheus,method=get} == http_requests_total{status_code=status_code, job=prometheus,method=get} == http_requests_total{status_code=status_code, job=prometheus,method=get}
= http_requests_total{status_code=status_code, job=grafanamethod=get} = http_requests_totaKstatus_code=status_code, job=pushgatewaymethod=get} - http_requests_total(status_code=status_code, job=telegraf method=get}
atus_code, job=prometheus,method=get} ~ http_requests_total{status_code=status_code, job=prometheus,method=get} = http_requests_total(status_code=status_code, job=prometheus,method=get}
= http_requests_total(status_code=status_code, job=prometheus,method=get} ~ http_requests_total{status_cod job=prometheus,method=get} - http_requests._total{status_code=status_code, job=prometheus,method=get}
hnp requests_total{status_code=status_code, job=prometheus,method=get}  http_requests. tota\(smus cod j rometheus,method=get} - http_requests_total{status_code=status. node job: colleclovmemod-get)

General Metrics Axes Legend Display Alert Time range

=] Data Source Prometheus ~ » Options » Query Inspector

e s rate(http_requests_total[5m])
XIESEEARIFIIE RS
Legend format http Panel Title

‘Add Query

7

1
AL Vidl A ‘.,**/‘ "
v

i
BEYXEREFRER I RAIERTEXERE

= http_requests_total{status_code=status_code, job=prometheus,method=get} == http_requests_totak{status_code=status_code, job=prometheus,method=get} = http_requests_total{status_code=status_code, job=prometheus,method=get}
job

E/Jim |/ S > Z — http_requests_total{status_code=status_code, job=grafanamethod=get} — http_requests_total{status_code=status_code, job=pushgatewaymethod=get} ~ http_requests_total({status_codt
B —f— http_requests_total{status_code=status_code, job=prometheus,method=get} - http_requests_total{status_code=status_code, jol

— http_requests_total{status_code=status_code, job=prometheus,method=get} ~— http_requests_total{status_code=status_code, jo X ¢ ¢ rometheus,method=get}
htlp_requesls total{status_code=status_code, job=prometheus,meths el) hﬂp_requesls |o(s|(s(a|us code=status_code, jot atus_code, Juh{nllec{mmelho I=get}

Graph General Metrics Axes Legend Display Alert Time range

Data Source Prometheus v » Options » Query Inspector
te(http_requests_total[5m])
Legend format http_requests_total{status_code= i Resolution  1/1 Format as Time series v Instant

v A Add Query
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Histogram

HEARHESTHTE bucket REIEIE , HEN

<basename>_bucket{le="< A5 >"}

Histograms in Prometheus

Client Application Prometheus Server

. http_response_duration_ms -ount=10
Observations poisepanee. S
_bucket{le="100"} = 1
gons _bucket(le="250") = 3
150ms _bucket{le="500"} = 6
210ms _bucket{le="1000"} = 9
o _bucket{le="Inf"} = 10
ms
230ms —
499ms
500ms
671ms
999ms
5230ms timestamp=2021-07-28T16:45:03Z

Q< KUBESPHERE® () F5EE

_ by QingCloud

540K
530K

s20k =S —TCRV= IO @Y O of LA s g ] SNt

510K Nl ] f M/F
) W\f\b\ﬂ\m/, q\/&\ﬂ/\fvﬂ’“\/ 2| \\M\f

490K
15:50 15:55 16:00 16:05 16:10 16:15 16:20 16:25 16:30 16:35 16:40 16:45

== {e="0.002"} == {le="0.004"} == {le="0.008"}

15ms

12.5ms

10 ms :

7.50 ms \J A
Sms

2.50ms

0s
11:30 11:35 11:40 11:45 11:50 11:55 12:00 12:05 12:10 1215 12:20 12:25
== histogram_quantile(0.75, sum(rate(grpc_client_handling_seconds_bucket:without_instance[1m])) by (le))
== histogram_quantile(0.99, sum(rate(grpc_client_handling_seconds_bucket:without_instance[1m])) by (le))
== histogram_quantile(0.50, sum(rate(grpc_client_handling_seconds_bucket:without_instance[1m])) by (le))
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Summa ry Summaries in Prometheus
= £z VAV e LALEI A
server iR EHiZE v SBLE
ﬂﬁE?&ﬁy%D {_Léﬁ ! Tﬁb;& = Client Application Prometheus Server
= _count=10
Observations http_response_duration_ms g
{quartile="0.5"} = 333
00 {quartile="0.9"} = 999
150ms {quartile="0.997} = 4592
210ms
8ms 251ms
Ssoms —
7ms n T
499ms
500ms
6ms n 671ms
) (1 999ms
Sms
[ | : , ‘ b timestamp=2021-07-28T16:45:03Z
4ms - - : = : | 3
3ms
2ms
1ms S - | S | S
O0s

15:50 15:55 16:00 16:05 16:10 16:15 16:20 16:25 16:30 16:35 16:40 16:45
== P75 == P99 == P50
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global:
smtp_smarthost: 'localhost:25'
smtp_from: 'alertmanager@example.com'

smtp_require_tls:

Prometheus &%

templates: ?
- '/etc/alertmanager/template/*.tmpl'

route: \ /
receiver: 'email'
group_wait: 30s
group_ A BAEE P
group_interval: 5m & ~ o
repeat_interval: &4h -~ RS
-~ Y .
routes: = ~<
- receiver: 'slack' - I ~
. - S
group_wait: 10s & \ A A
matchers:
- service=~"mysql|cassandra" ¥E§EE ¥E§$ ¥E§H3
receiver: 'webhook' Y ?
group_by: [product, environment] ?
matchers: : I |
- team="frontend" I : :
receivers: v v v
- name: 'email' | |
email_configs:
- to: 'alertsaexample.com'
name: 'slack’ .
Mail Slack WebHook

slack_configs:

- channel: 'xxxx'
name: 'webhook'
webhook_configs:
- url: 'xxxx'
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$ export VERSION=0.23.0

$ wget https://github.com/prometheus/alertmanager/releases/download

/V$VERSION/alertmanager-$VERSION. linux-arm64.tar.gz o0

$ tar zxvf alertmanager-$VERSION.linux-armé4.tar.gz

$ cd alertmanager-$VERSION.linux-arm64 global:

$ ./alertmanager --config.file alertmanager.yml scrape_}ntellﬂvalz 155
level=info ts=2021-12-08T14:20:35.457Z caller=main.go:225 evaluation_interval: 15s
msg="Starting Alertmanager" version="(version=0.23.0, branch=HEAD,
revision=61046b17771a57cfd4csta51be370ab930asd7d54)" rule files:

level=info ts=2021-12-08T14:20:35.458Z caller=main.go:226 scrape_configs:
build_context="(go=gol1.16.7, user=root@e21a959be8d2,
date=20210825-10:50:35)"

level=info ts=2021-12-08T14:20:35.462Z caller=cluster.go:184
component=cluster msg="setting advertise address explicitly"

addr=192.168.5.15 port=9094 ‘ & j

level=info ts=2021-12-08T14:20:35.463Z caller=cluster.go:671 - job_name: "node"
component=cluster msg="Waiting for gossip to settle..." interval=2s static_configs:

level=info ts=2021-12-08T14:20:35.486Z caller=coordinator.go:113 - targets: ["localhost:9100"]
component=configuration msg="Loading configuration file"
file=alertmanager.yml

level=info ts=2021-12-08T14:20:35.486Z caller=coordinator.go:126 alertmanzlagersz :
component=configuration msg="Completed loading of configuration file" - static_configs:
file=alertmanager.yml - targets: ['localhost:9093']
level=info ts=2021-12-08T14:20:35.488Z caller=main.go:518

msg=Listening address=:9093

level=info ts=2021-12-08T14:20:35.488Z caller=tls_config.go:191

msg="TLS is disabled." http2=false carbon

carbon.now.sh

- job_name: "prometheus"
static_configs:
- targets: ["localhost:9090"]

alerting:
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global:
scrape_interval: 15s
evaluation_interval: 15s

rule_files:
- "/etc/prometheus/rules/*_rules.yml"

- "/etc/prometheus/rules/*x_alerts.yml"

scrape_configs:

- job_name: "prometheus"

static_configs:
- targets: ["localhost:9090"]

- job_name: "node"
static_configs:
- targets: ["localhost:9100"]
alerting:
alertmanagers:
- static_configs:
- targets: ['localhost:9093']
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* TRINREEERANTM , ERE—ERAEH
scrape_interval X AIRTE)# Prometheus
ME—IX , BOAZE 15 72,

* IRIEEA evaluation_interval HUEIREIFS

o LN, BOAR 15 7.
groups:
- name: node_alerts
rules: o MimEIt true B, SORE—MEEH
- alert: HostOutOfMemory . —
= RN 4 S
expr: node_memory_MemAvailable_bytes / node_memory_MemTotal_bytes ig?ﬁiu Pendmg R o T for 1IBA.

100 > 10

for: 2m * EF—NHEEERH  NREZEREABAS
labels:

severity: warning true , NAEE for AURFEEAYE). WNREBIL THF
annotations: LERTIE) , MISEREELIRA Firing , SERBRIFE

summary: Host out of memory (instance {{ $labels.instance }}) i
description: "Node memory is filling up (> 10% left)\n VALUE BEIEXE Alertmanagero
{{ $value }}\n LABELS = {{ $labels }}" sarbon

* INREEXAXAEN true , N Prometheus
SBEEZMUAPRESM Pending BEXA

Inactive,
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Prometheus Alerts Graph Status~ Help Classic Ul

Show annotations

ending () GIIZTD)

/etc/prometheus/rules/node_alerts.yml > node_alerts

v HostOutOfMemory (1 active)

name: HostOutOfMemory
expr: node_memory_MemAvailable_bytes / node_memory_MemTotal_bytes * 100 > 10
for: 2m
labels:
severity: warning
annotations:
description: Node memory is filling up (> 10% left)
VALUE = {{ $value }}
LABELS = {{ $labels }}
summary: Host out of memory (instance {{ $labels.instance }})

Labels State Active Since Value
m 2021-12-10T04:58:44.612983603Z 88.61909714001432

Alertmanager Alerts Silences Status Help

Filter Group Receiver: All Silenced Inhibited

alertname="HostOutOfMemory" X

Custom matcher, e.g. env="production"

. alertname="HostOutOfMemory" + | 1alert

2021-12-10T04:16:29.612Z + Info [#* Source XX Silence

instance="localhost:9100" job="node" severity="warning"
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» Prometheus : 7=BH Prometheus deployment EAZEAJIRZS,

E

> Prometheus Server : Operator tRiEEHEN &R
Prometheus B E Y BNABSMMERER) Prometheus

' ServiceMonitor 2 E
: _ : » Alertmanager : /=BT Alertmanager Deployment,

Service 4

z > ServiceMonitor : FEBBISERAESE Kubernetes
| Service , Bah&ERAE% Prometheus #ENECE.

deploy

B e server > Operator : {RIEEENAE (CRD ) kIpEMSE
Prometheus Server , ERIEIXLEEE X FIRSEHIZ (LR
HFENAYSLIE | EENRRAIEFIFO,




Q< KUBESPHERE® () F5EE

Prometheus Operator - kube-prometheus > i

Kube-prometheus

https://qgithub.com/prometheus-operator/kube-prometheus

Prometheus-operator

Prometheus Operator : 132 CRD HENXHHIFEXIS
Highly available Prometheus : 8350 FHJ Prometheus
Highly available Alertmanager : €I &0 AHVEZEAE
Prometheus node-exporter : S48 H4
Prometheus Adapter for Kubernetes Metrics APIs : £l
EEE N EagER TR (FRieTLUEE Nginx B9 request 3&
TN FI B ah{ER4s )

kube-state-metrics : 5% K8s HBXE BN S AASIS R
Grafana : SIS

https://github.com/prometheus-operator/prometheus-operator


https://github.com/prometheus-operator/kube-prometheus

Prometheus Operator - kube-prometheus

kube-
prometheus
stack

Kubernetes
118

release-0.7

release-0.8

release-0.9

malin

Kubernetes
119

Kubernetes
1.20

Kubernetes
1.21

Kubernetes
1.22
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$ tree .

$ git clone https://github.com/prometheus-operator/kube- L I—
prometheus.git prometheusAdapter-apiService.yaml

$ cd kube—prometheus/manifests prometheusAdapter-clusterRole.yaml
prometheusAdapter-clusterRoleAggregatedMetricsReader.yaml

$ mkdir -p serviceMonitor prometheus adapter node-exporter prometheusAdapter-clusterRoleBinding. yaml
state-metrics grafana alertmanager operator blackbox rules T OIS QU S A R RO
prometheusAdapter-clusterRoleServerResources.yaml
prometheusAdapter-configMap.yaml

*Rule.yaml rules prometheusAdapter-deployment.yaml

. . . . prometheusAdapter-podDisruptionBudget.yaml
*serviceMonitorx serviceMonitor prometheusAdapter-roleBindingAuthReader.yaml
alertmanager—* alertmanager prometheusAdapter-service.yaml

blackboxExporter—* blackbox/ prometheusAdapter-serviceAccount.yaml
alertmanager

grafana-* grafana/ alertmanager-alertmanager.yaml
kubeStateMetrics-* kube-state-metrics alertmanager-podDisruptionBudget.yaml

alertmanager-secret.yaml
nodeExporter-x node-exporter allertmanager—servicesyanl

prometheus-* prometheus/ alertmanager-serviceAccount.yaml

blackbox
prometheUSAdapter_* adapter blackboxExporter-clusterRole.yaml

prometheusOperator-* operator blackboxExporter-clusterRoleBinding.yaml
PR S, blackboxExporter-configuration.yaml
(Zgiw%{” blackboxExporter-deployment.yaml
' : blackboxExporter-service.yaml
blackboxExporter-serviceAccount.yaml
grafana
grafana-config.yaml
grafana-dashboardDatasources.yaml
grafana-dashboardDefinitions.yaml
grafana-dashboardSources.yaml
o grafana-deployment.yaml
grafana-service.yaml

$ kubectl apply --server-side -f setup b gr:f:”a'sir‘flcemc"”"t‘yaml
ube-state-metrics

$ kubectl apply -f operator kubeStateMetrics-clusterRole.yaml
$ kubectl apply -f adapter/ -f alertmanager/ -f blackbox/ -f grafana/ -f kubeStateMetrics-clusterRoleBinding.yaml

kube-state-metrics/ -f node-exporter/ -f prometheus/ -f rules/ -f ralbeSitaiel e iles=alepleoyment . yal
) . kubeStateMetrics-service.yaml
serviceMonitor/

kubeStateMetrics-serviceAccount.yaml

$
$
$
$
$
$
$
$
$
$

carbon.now.sh
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. ion: monitoring.coreos.com/vl
monitoring.coreos.com/v1

: Alertmanager
Prometheus

space: monitoring

Alertmanager

sion: v2
alertmanager-main iV ion: monitoring.coreos.com/vl
>space: monitoring : PrometheusRule

& &

coredns-558bd4d5db-hzbgx coredns-558bd4d5db-sbkqw

ion: monitoring.coreos.com/v1
ServiceMonitor

) : coredns
\etes.io/part-of: kube-prometheus
coredns
pace: monitoring
rsion: vi
oint : Endpoints
erTokenFile: /var/run/secrets/kubernetes.io/serviceaccount/token :
1: 15s
port: metrics
jobLabel: app.kubernetes.io/name
ctor:

app: kube-dns
es. : CoreDNS

: kube-dns
prometheus-k8s : kube-system
eMonitorNamespaceSelect -]

eMon r: {}

: coredns-558bd4d5db-h.
: kube-system

I
I
I - -
= | f.msfnodeel
I : Pod
: coredns-558bd4d5db-sbkqu
: kube-system

: dns-tcp

:
9 L — — > g e

RIBEE

@li2 Prometheus Server Prome /e

: UDP
: metrics

Prometheus Operator

: TCP
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apiVersion: monitoring.coreos.com/v1
kind: ServiceMonitor
metadata:
labels:
app.kubernetes.io/name: kube-controller-manager
app.kubernetes.io/part-of: kube-prometheus
name: kube-controller-manager
namespace: monitoring
spec:
endpoints:

- bearerTokenFile: /var/run/secrets/kubernetes.io/serviceaccount/token

interval: 30s
metricRelabelings:

port: https-metrics
scheme: https
tlsConfig:
insecureSkipVerify:
jobLabel: app.kubernetes.io/name
namespaceSelector:
matchNames:
- kube-system
selector:
matchLabels:
app.kubernetes.io/name: kube-controller-manager
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_ by QingCloud

apiVersion: vil
kind: Service
metadata:
namespace: kube-system
name: kube-controller-manager
labels:
app.kubernetes.io/name: kube-controller-manager
spec:
type: ClusterIP
clusterIP: None
ports:
- name: https-metrics
port: 10257
targetPort: 10257
protocol: TCP
apiVersion: vi1
kind: Endpoints
metadata:
labels:
app.kubernetes.io/name: kube-controller-manager
name: kube-controller-manager
namespace: kube-system
subsets:
- addresses:
- 1ip: 192.168.0.5
ports:
- name: https-metrics
port: 10257
protocol: TCP




Prometheus Operator - S&fitH QX KUBESPHERE® AL

Prometheus Alerts Graph Status Help Classic Ul

Targets

All  Unhealthy Expand All

serviceMonitor/monitoring/alertmanager-main/0 (1/1 up)
serviceMonitor/monitoring/alertmanager-main/1 (1/1 up)
serviceMonitor/monitoring/blackbox-exporter/0 (1/1 up)
serviceMonitor/monitoring/coredns/0 (2/2 up)
serviceMonitor/monitoring/grafana/0 (1/1 up)
serviceMonitor/monitoring/kube-apiserver/0 (1/1 up)
serviceMonitor/monitoring/kube-controller-manager/0 (1/1 up)

Scrape
Endpoint State Labels Last Scrape Duration Error
https://192.168.0.5:10257/metrics 7.775s ago 16.896ms

job="kube-controller-manager" | namespace="kube-system"
service="kube-controller-manager"
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